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1. PURPOSE

The purpose of this policy is to establish guidelines for the lawful, responsible, secure, and transparent
use of Automated License Plate Reader (ALPR) technology, including the Flock Safety License Plate
Recognition system, by the Locust Police Department.

The Locust Police Department uses ALPR technology to support public safety, assist in criminal
investigations, identify vehicles associated with public safety concerns, locate missing or endangered
persons, recover stolen vehicles and license plates, and provide objective investigative leads. This
technology shall be used in a manner that respects constitutional rights, privacy, civil liberties,
applicable law, and community trust.

2. POLICY

It is the policy of the Locust Police Department to use ALPR technology only for legitimate law
enforcement purposes. ALPR data shall not be used for general surveillance, personal reasons,
harassment, unlawful discrimination, or monitoring persons or groups based solely on constitutionally
protected activity.

ALPR technology is an investigative and public safety tool. A Flock alert or ALPR search result,
standing alone, does not replace officer judgment, independent investigation, or legal standards required
for a stop, detention, search, seizure, arrest, or other enforcement action.

3. DEFINITIONS

ALPR / LPR: Automated License Plate Reader or License Plate Recognition technology that captures
images of license plates and vehicle characteristics from areas visible to the public.
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Flock Safety System: The ALPR platform used by the Locust Police Department, including fixed
cameras, vehicle search tools, hot list alerts, audit logs, user access controls, and related investigative

features.

ALPR Data: License plate images, plate characters, date, time, camera location, vehicle characteristics,
associated metadata, and system-generated search or alert information.

Hot List: A list of license plates associated with stolen vehicles, wanted persons, missing persons,
AMBER/Silver/Blue Alerts, felony warrants, active criminal investigations, or other legitimate public

safety or law enforcement concerns.

Vehicle Fingerprint: A Flock feature that may assist in identifying vehicle make, model, color,
distinguishing characteristics, missing or covered plates, or other vehicle descriptors.

Authorized User: A Locust Police Department employee who has been approved, trained, and granted
access to the ALPR system.

System Administrator: The employee or employees designated by the Chief of Police to manage users,
permissions, audits, sharing settings, retention settings, and compliance with this policy.

4. LEGAL AUTHORITY AND COMPLIANCE

The Locust Police Department shall operate ALPR technology in compliance with the United States
Constitution, North Carolina law, applicable federal law, court decisions, City policy, department policy,
and this policy.

With operational use, LPD shall maintain a written ALPR policy addressing, at minimum, data
retention, sharing, training, supervisory oversight, internal security and access, and annual or more
frequent auditing and reporting, consistent with North Carolina law.

5. AUTHORIZED USES

Authorized users may access or use the ALPR system for legitimate law enforcement purposes,
including but not limited to:

1. Locating stolen vehicles, stolen license plates, or vehicles involved in thefts or fraud.
2. Locating missing, endangered, abducted, or wanted persons.

3. Investigating violent crimes, property crimes, hit-and-runs, robberies, burglaries, larcenies, assaults,
narcotics offenses, weapons offenses, and other criminal violations.

4. Identifying or locating vehicles reasonably believed to be associated with an active criminal
investigation.

5. Locating vehicles connected to felony warrants or other lawful wanted-person alerts.

6. Supporting AMBER Alerts, Silver Alerts, Blue Alerts, or other public safety bulletins.
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Assisting other law enforcement agencies with documented, legitimate law enforcement requests.

Conducting post-incident investigative searches when the search is connected to a case number, call
for service, investigative lead, or documented law enforcement purpose.

Using traffic analytics only for legitimate City planning, traffic safety, roadway volume, or travel
pattern analysis, when such use does not identify or target specific individuals.

6. PROHIBITED USES

The ALPR system shall not be used:

1.

2.

10.

For personal reasons or curiosity.
To track, monitor, or investigate any person without a legitimate law enforcement purpose.

For general surveillance of the public though it is noted that ALPR technology does not record video
and only captures images of a vehicle as it passes an ALPR camera location.

To monitor individuals or groups based solely on First Amendment-protected activity, political
activity, religious activity, lawful association, race, ethnicity, national origin, gender, sexual
orientation, or other protected status.

For civil immigration enforcement unless specifically required by law and approved by the Chief of
Police or in cooperation with an applicable law enforcement agency that has made an applicable and
proper request.

To enforce minor traffic or regulatory violations such as speeding, expired registration, or similar
minor offenses, unless connected to a lawful criminal investigation or other approved public safety

purpose.

To create private, personal, or single-user hot lists not visible to designated supervisors or system
administrators.

To access, share, export, or retain ALPR data outside authorized systems or approved investigative
files.

To sell, disclose, or use ALPR data for commercial purposes.
To conduct facial recognition or identify vehicle occupants. It is noted that LPD’s Flock ALPR

technology is limited to license plates and vehicle characteristics, not facial recognition or personal
identity collection.

7. CAMERA DEPLOYMENT AND PLACEMENT

ALPR cameras shall be deployed only with approval of the Chief of Police or designee. Placement
should be based on public safety, investigative value, traffic ingress/egress, crime trends, roadway
access, or other legitimate law enforcement or City planning considerations.
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LPD cameras shall generally be placed in areas visible to the public where there is no reasonable
expectation of privacy. Cameras shall not be intentionally positioned to view areas where individuals

have a heightened expectation of privacy.

The Chief of Police or designee shall maintain a general inventory of LPD-operated ALPR cameras and
review camera placement periodically.

8. ACCESS AND USER AUTHORIZATION

Access to the ALPR system shall be limited to authorized personnel who have a legitimate need to use
the system.

The System Administrator shall:

1. Approve and maintain user accounts.

2. Assign users the minimum level of access necessary.

3. Remove access when no longer needed.

4. Ensure users receive required training before use.

5. Review permissions periodically.

6. Maintain documentation of users with active access.

Shared accounts are prohibited. Each user shall access the system only through their assigned
credentials.

9. TRAINING

Before receiving access, each authorized user shall complete training approved by the department.
Training should include:

Proper operation of the Flock system.

Authorized and prohibited uses.

Search justification requirements.

Hot list entry procedures.

Alert confirmation procedures.

Data retention and security requirements.

Privacy, civil liberties, and constitutional limitations.
Auditability and consequences for misuse.

Applicable North Carolina law and department policy.
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Refresher training shall be provided periodically if available and when system capabilities materially
change, or when policy changes require additional instruction.

10. SEARCH REQUIREMENTS AND DOCUMENTATION
Each ALPR search shall be supported by a legitimate law enforcement purpose. Users shall enter a

proper search reason, case number, call number, incident number, or other sufficient justification when
required by the system.



SUBJECT: Automated License Plate Readers/Flock Safety NUMBER: 7093
Page |5

Searches should be as narrow as reasonably possible based on the facts known to the officer or
investigator. Users shall avoid broad or exploratory searches not tied to a legitimate law enforcement

purpose.

Examples of acceptable search reasons include:

Active criminal investigation.

Stolen vehicle investigation.

Missing or endangered person investigation.

Hit-and-run investigation.

Felony warrant investigation.

Public safety alert.

Investigative follow-up connected to a case or call for service.
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11. HOT LIST ENTRY AND MANAGEMENT

Only authorized users may enter vehicles into an LPD-controlled hot list. A vehicle may be entered only
when there is a documented law enforcement purpose.

When practical, a hot list entry should include:

License plate number and state.

Vehicle make, model, color, or other descriptors.

Reason for entry.

Case number, call number, warrant number, or related documentation.
Name of entering officer or investigator.

Date and time of entry.

Expiration or review date, when appropriate.

Nk L=

Hot list entries shall be reviewed periodically and removed when no longer valid, no longer supported
by a law enforcement purpose, or when the underlying investigation or alert has been resolved. No user
shall create a private or personal hot list for their exclusive use.

12. ALERT RESPONSE AND CONFIRMATION

An ALPR alert is an investigative lead and shall not be treated as independently conclusive. Before
making a stop or taking enforcement action based on an ALPR alert, officers shall make reasonable
efforts to confirm:

1. The license plate number and state match the alert.

2. The vehicle make, model, color, or distinguishing characteristics are consistent with the alert.

3. The underlying wanted, stolen, missing person, or investigative status remains active through
DCI/NCIC, agency records, dispatch, or another official source when applicable.

4. The officer has lawful authority for the stop or enforcement action.
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When circumstances permit, the officer should visually confirm the plate and vehicle before initiating a
stop. If the alert cannot be confirmed or appears inconsistent, the officer should not rely solely on the
ALPR alert for enforcement action.

13. DATA RETENTION

Unless preserved as part of an active investigation or required by law, LPD ALPR data stored in the
Flock system shall be retained for no more than 30 days and then automatically deleted in accordance
with system settings and department policy.

ALPR data downloaded, exported, or preserved for a criminal investigation shall be retained according
to applicable law, evidence procedures, records retention schedules, and department policy.

Users shall not download, screenshot, copy, export, or otherwise preserve ALPR data unless there is a
legitimate investigative, evidentiary, or administrative reason.

14. DATA SECURITY

ALPR data is sensitive law enforcement information. The department shall take reasonable steps to
protect ALPR data from unauthorized access, disclosure, alteration, misuse, or loss.

Security requirements include:

Use of unique user credentials.

Role-based permissions.

Audit logging.

Limiting access to authorized users.

Prompt removal of inactive or separated users.

Restricting exports and downloads to legitimate purposes.

Storing any preserved ALPR evidence in approved department systems.
Prohibiting unauthorized disclosure outside official channels.
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15. DATA SHARING

LPD may share ALPR data with other law enforcement agencies only for legitimate law enforcement
purposes and in accordance with North Carolina law, department policy, and any applicable agreements.

Requests for access to LPD ALPR data or requests to share LPD data with another agency shall be
reviewed by the Chief of Police, Assistant Chief, System Administrator, or designee.

LPD shall not provide unrestricted access to its ALPR data to outside agencies without administrative
approval. The department may deny, suspend, or revoke access if an agency’s request is not supported
by a legitimate law enforcement purpose, if the agency’s use conflicts with LPD policy, or if access
would compromise legal compliance.

LPD personnel requesting ALPR data from another agency shall do so only for a legitimate law
enforcement purpose and shall comply with the other agency’s rules and any applicable law.
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16. PRIVATE ALPR SYSTEMS AND EXTERNAL CAMERA NETWORKS

Any request to connect privately owned Flock cameras or other external ALPR systems to LPD’s
network or alerting environment shall be approved by the Chief of Police or designee.

Before accepting access from a private entity, LPD should ensure that:

The access supports a legitimate public safety purpose.

The private camera owner understands the purpose of law enforcement access.
Any data access or alerting is consistent with law and policy.

The system does not create improper surveillance or unauthorized monitoring.
Appropriate records are maintained regarding access approval.
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It should be noted that generally speaking, connection to LPD’s network by any entity other than law
enforcement agencies or 911 communication centers will not be approved or permitted.

17. PUBLIC RECORDS AND RELEASE OF ALPR DATA

Requests for ALPR data shall be handled in accordance with North Carolina law, public records law,
criminal investigation records law, evidence rules, and department procedures.

Personnel shall not release ALPR data directly to the public, media, private persons, attorneys, insurance
companies, or non-law-enforcement entities unless authorized by the Chief of Police, City Attorney,
court order, subpoena, or other lawful process.

If disclosure could compromise an active investigation, officer safety, victim safety, or another protected
interest, the department may withhold or limit release as permitted by law.

18. AUDITING AND OVERSIGHT

The System Administrator or designee shall conduct audits at least annually, and more frequently if
directed by the Chief of Police.

Audits may include review of:

1. User access.

2. Search justifications.

3. Randomly selected searches.

4. Hot list entries.

5. Data sharing permissions.

6. Outside agency access.

7. Alerts and enforcement actions.

8. Complaints or suspected misuse.

9. Compliance with retention settings.

10. System effectiveness and investigative outcomes.

Any suspected misuse shall be reported through the chain of command and investigated according to
department policy.
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19. REPORTING

LPD shall provide periodic reporting to the Chief of Police and may provide monthly, quarterly, or
annual reporting to the City Manager and City Council.

Reports may include:

Number of cameras in operation.

General system usage.

Number and type of alerts.

Stolen vehicles or plates recovered.
Missing or endangered persons located.
Arrests or criminal investigations assisted.
Major investigative outcomes.

Complaints received.

. Policy violations or corrective action.

10. Audit summaries.

11. Recommendations for policy or operational changes.
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Reports should be prepared in a way that protects active investigations, confidential information, officer
safety, victim privacy, and legally protected data. It is the discretion of the Chief of Police to determine
what information will be provided to the City Manager and City Council in the activity reports with the
understanding that any requested information will be provided unless there is a legitimate legal or
investigative reason not to provide. In those cases, a suitable explanation shall be provided.

20. TRANSPARENCY AND COMMUNITY TRUST

LPD recognizes that ALPR technology can raise legitimate public questions concerning privacy, data
retention, data sharing, and oversight. It is also recognized that ALPR technology provides tremendous
benefit to criminal investigations and the generation of leads in a criminal incident.

To maintain public trust, LPD may make reasonable information available to the public regarding:

The general purpose of the ALPR program.

The fact that the system captures license plates and vehicle characteristics, not facial recognition.
The 30-day default retention period.

The prohibition against general surveillance.

The existence of audit logs and supervisory oversight.

The department’s authorized and prohibited uses.

Contact information for questions or concerns.
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If deemed necessary, LPD may publish a FAQ, public information sheet, or transparency portal
information when and if appropriate. In general however, LPD reserves the right to limit advertisement
and promotion of Flock Safety/ALPR technology in Locust to maintain operational security and
maximum benefit to criminal investigations.

21. COMPLAINTS AND MISUSE

Any employee who becomes aware of possible misuse of the ALPR system shall notify a supervisor.
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Misuse may include, but is not limited to:

Searching for personal reasons.

Searching without a legitimate law enforcement purpose.

Sharing data without authorization.

Creating unauthorized hot lists.

Using ALPR data for harassment, discrimination, or retaliation.

Attempting to bypass audit logs or security controls.

Failing to confirm an alert before enforcement action when confirmation was reasonably available.
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Violations may result in discipline, loss of system access, remedial training, criminal investigation, civil
liability, or other corrective action.

22. SUPERVISORY RESPONSIBILITIES
Supervisors shall ensure that personnel under their command understand and comply with this policy.
Supervisors should when necessary review ALPR use when:

A vehicle stop or arrest results from an ALPR alert.

A complaint is received.

A user appears to be conducting unusual or excessive searches.
A hot list entry is questionable or outdated.

A search or alert may involve a sensitive investigation.

A use of ALPR data may raise legal, privacy, or public concern.
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23. SYSTEM ADMINISTRATION
The Chief of Police shall designate one or more System Administrators.
System Administrators are responsible for:

Managing user access.

Coordinating training.

Maintaining system settings.

Reviewing sharing permissions.

Coordinating audits.

Assisting with reports.

Ensuring retention settings are consistent with policy.

Serving as the primary point of contact with Flock Safety.

Coordinating legal, technical, or policy questions through the chain of command.
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24. EVIDENCE HANDLING

ALPR data that becomes evidence in a criminal investigation shall be preserved in accordance with
department evidence procedures.

Officers or investigators using ALPR data in a report should where applicable and reasonable document:
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The reason for the search or alert.

The date and time of the ALPR hit or search.

The camera location or general area, when appropriate.
Confirmation steps taken.

Any official database confirmation.

Any resulting enforcement or investigative action.
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25. POLICY REVIEW

This policy shall be reviewed at least annually by the Chief of Police or designee. The review should
consider:

Changes in law.

Court decisions.

Flock system changes.

Community concerns.

Audit findings.

Complaints or misuse incidents.

Operational effectiveness.

Recommendations from City leadership or legal counsel.
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Policy changes shall be issued as needed.
26. SEVERALBILITY

If it is determined that a section of this policy conflicts with applicable law, court order, or binding legal
authority, that section shall be interpreted or modified to comply with the controlling authority. All
remaining sections shall remain in effect.



